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I. Introduction
With more than 300 million cards sold, HID iClass is one of
the most popular contactless smart cards on the market. It is
widely used for access control, secure login and payment systems.
The card uses 64-bit keys to provide authenticity and integrity.
The cipher and key diversification algorithms are proprietary and
little information about them is publicly available. iClass is an
ISO/IEC 15693 compatible contactless smart card manufactured
by HID Global. It was introduced in the market back in 2002 as
a secure replacement of the HID Prox card which did not have
any cryptographic capabilities. According to the manufacturer,
more than 300 million iClass cards have been sold. These cards
are widely used in access control of secured buildings such as
The Bank of America Merrill Lynch, the International Airport
of Mexico City and the United States Navy base of Pearl Harbor among many others. Other applications include secure user
authentication such as in the naviGO system included in Dell’s
Latitude and Precision laptops; e-payment like in the FreedomPay
and SmartCentric systems; and billing of electric vehicle charging
such as in the Liberty PlugIns system. iClass has also been
incorporated into the new BlackBerry phones which support Near
Field Communication (NFC).
iClass uses a proprietary cipher to provide data integrity and
mutual authentication between card and reader. The cipher uses
a 64-bit diversified key which is derived from a 56-bit master
key and the serial number of the card. This key diversification
algorithm is built into all iClass readers. The technology used
in the card is covered by US Patent 6058481 and EP 0890157.
The precise description of both the cipher and the key diversification algorithms are kept secret by the manufacturer following
the principles of security by obscurity. Remarkably, all iClass
Standard cards worldwide share the same master key for the iClass
application. This master key is stored in the EEPROM memory of
every iClass reader. It is possible though to let HID generate and
manage a custom key for your system if you are willing to pay a
higher price. The iClass Elite Program (a.k.a., High Security) uses
an additional key diversification algorithm and a custom master
key per system which according to HID provides “the highest
level of security”.
Over the last few years, much attention has been paid to the
(in)security of the cryptographic mechanisms used in contactless
smart cards [8], [13], [17], [22]. Experience has shown that
the secrecy of proprietary ciphers does not contribute to its
cryptographic strength. Most notably the MIFARE Classic, which
has widespread application in public transport ticketing and access
control systems, has been thoroughly broken in the last few

years [3], [6], [12], [16], [23]. Other prominent examples include
Hitag2 [4], [18], [22] used in car keys and CryptoRF [1], [2],
[13] used in access control and payment systems. HID proposes
iClass as a migration option for systems using Mifare Classic,
boosting that iClass provides “improved security, performance and
data integrity”. For almost one decade after its introduction to the
market, the details of the security mechanisms of iClass remained
unknown.
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Fig. I.1: Authentication protocol between an iClass card and reader.

Our contribution In this paper [11] we have fully reverse
engineered iClass’s proprietary cipher and authentication protocol
which we publish in full detail. This task is not trivial since it
was first necessary to bypass the read protection mechanisms of
the microcontroller used in the readers in order to retrieve its
firmware.
Furthermore we have found serious vulnerabilities in the cipher
that enable an attacker to recover the secret key from the card by
just wirelessly communicating with it. The potential impact of this
attack is vast since other vulnerabilities in the key diversification
algorithm allow an adversary to use this secret key to recover
the master key, provided that he has mild computational power.
Additionally, we have reverse engineered the iClass Elite key
diversification algorithm which we describe in full detail. We
show that this algorithm has even more serious vulnerabilities than
the standard key diversification algorithm, allowing an attacker to
directly recover the master key by simply communicating with a
legitimate iClass reader. Concretely, we propose two attacks: one
against iClass Standard and one against iClass Elite. Both attacks
allow an adversary to recover the master key.
• The first attack exploits a total of four weaknesses in the
cipher, key diversification algorithm and implementation.
In order to execute this attack the adversary first needs
to eavesdrop one legitimate authentication session between
card and reader. Then it runs 219 key updates and 222
authentication attempts with the card. This takes less than
six hours to accomplish when using a Proxmark III as a
reader and recovers 24 bits of the card key. Finally, off-line,
the attacker needs to search for the remaining 40 bits of the
key. Having recovered the card key, the adversary gains full
control over the card. Furthermore, computing the master key
from the card key is as hard as breaking single DES [9].
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Fig. I.2: The iClass cipher. Solid lines represent byte operations while dotted lines represent bit operations.

• The second attack concerning iClass Elite exploits two weaknesses in the key diversification algorithm and recovers the
master key directly. In order to run this attack the adversary
only needs to run 15 authentication attempts with a legitimate
reader. Afterwards, off-line, the adversary needs to compute
only 225 DES encryptions in order to recover the master key.
This attack, from beginning to end runs within 5 seconds on
ordinary hardware.
We have executed both attacks in practice and verified these
claims and attack times. The attack on iClass Elite requires
tag-emulation of several chosen card serial numbers. Fooling a
genuine reader with a portable tag-emulating device has been
demonstrated many times in the literature [5], [7], [14], [15],
[19], [20]. For eavesdropping and card emulation we used the
Proxmark III [10], [21]. This is an FPGA-based RFID research
tool that costs approximately 200 USD.
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Fig. I.3: Schematic representation of the function hash0, used in iClass
and iClass Elite key diversification.
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